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Design and implementation of a smart-contract voting system
based on zero-knowledge proof
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ABSTRACT As a legally binding computer program, smart contracts are stored on the blockchain and can be automatically executed
according to the contract terms. These features of smart contracts provide a trusted execution environment for the electronic voting
system. However, since the contract is deployed on an open and transparent blockchain, this causes a considerable threat to the validity
and privacy of the voting content. However, due to the openness of the blockchain network, any node linked to the network can obtain
information concerning contract transactions on the chain without restriction, which greatly threatens the validity and privacy of the
voting content. To address this problem, a smart-contract voting system has been designed. First, we construct a new interactive zero-
knowledge set membership proof protocol (ZSMPP) based on the discrete logarithm problem. Using ZSMPP in the design of the smart-
contract voting system, the voter can verify the voting content validity to the initiator without disclosing the voting content itself to avoid
the impact of invalid votes. Moreover, we prove that the proposed protocol is complete and has zero knowledge. Second, we describe the
voting contract by the specification language of smart-contract (SPESC) and limit the trigger conditions of stages of the voting system
through contract terms. By deploying the voting contract to the blockchain as a JAR file, the proposed smart-contract voting system can
be automatically executed in accordance with the predefined contract terms. Additionally, we further introduce the execution process and

related algorithms of the four stages of the proposed voting system and show the related execution results in the form of contract
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transactions. Furthermore, we analyzed five security features of the proposed voting protocol. Particularly, the validity of the ballot

content is ensured by the zero-knowledge of our protocol, which can prevent invalid votes from affecting the system. The privacy of the

ballot ensures that the voting content is undisclosed either in the verification or counting stage. Uniqueness ensures that each voter can

only vote once. Supervision-free means that there are no trusted supervisors in the proposed voting protocol. Self-counting indicates that

smart-contract programs automatically implement the counting process. Finally, the performance of the proposed smart-contract voting

system is analyzed. The experimental results show that both the voting and counting stages of our voting system can be implemented

efficiently. Moreover, our smart-contract voting system can provide a reference for effectively combining the cryptographic protocol

construction technology and smart-contract voting system.

KEY WORDS zero-knowledge proof; smart contract; voting system; homomorphic encryption; privacy protection
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Table 1 Notation declaration

Symbol Description
G Elliptic curve multiplicative cyclic group
V4 Integer group
g Generator of the group G
Number of candidates
s Number of voters
Vi The i-th voter
ski Secret key of voter v;
pki Public key of voter v;
num; Voting number of voter v;
Wj The j-th candidate
wid; Identity of candidate w;
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“txid" : "5219934338e9f47dd1cbaba087e9968e52830aeabbdba74aa8deef0",
"votersData" : {
"voterTxid": 8de099b788d4140763a232a043c39%eecfc6202d687e0ee386"

b
“candidateData" : {
“"candidateTxid": 2a015d17a70632e7ca67b936 7c90c60b53bf148be72c"
}

}

B8 FREAAPIIRIba R
Fig.8 Results of smart contract initialization
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Fig.9 Registration of the smart-contract voting system
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Table 4 voterRegist algorithm

input: params

output: voterList

params={}

for i < 0 to params.length by 1 do
v «<— new Voter();
v.setVoterAddress(params|[i]);
v.setVoteStatus(false);
voterList.add(v);

end for

return voterList;
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Fig.10 Voting of the smart-contract voting system
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Table 5 generateCommit algorithm

input: address,num

output: Commit
Commit « {};
if address in voterList then
sk1«—Z.newRandomElement().getimmutable().duplicate();
sk2«—Z.newRandomElement().getimmutable().duplicate();
pkl « g.duplicate().powZn(sk1);
pk2 « g.duplicate().powZn(sk2);
x « pkl.duplicate();
yy <« pk2.duplicate();
wid « (int) pow(2, num * newNum());
e «—g.duplicate().pow(BigInteger.valueOf(wid));
y < yy.mul(e);
Commit.add(x);
Commit.add(y);
end if

return Commit;

"contractinput” : {
"address” : "ITHQWEVKpQUHAXedVKAAA4hfFL5VI2LM7t9DRp]",
"latestCodeld":eef249a6ddf708ef4e39aabad3384e9a2b742ae26d62ac79e71",
“latestExecuteld":32cac35bc8355cch451b50797536d8e01cc01bfe466653116",
“userParams" : "[ \"1KLKpKRgbGcR3al7ankjr6dxXAfowlJddGGIhD\'"]",
"fromAddress" : "1KLKpKRgbGcR3al7ankjr6dxXAfbwlLddGGIhD",
"funName" : "generatechallengel”

“"contractOutput” : {

“userResult”: "R=:[[36,20,50,60,-10,16,110,47,13,89,-35,96,45,109,78,84,-108, -
65,-127,36),[37,-117,63,-41,63,30,-125,112,118,-2,109,-95,-31,20,108,8,30,-97,-
33,18), [52,44,-14,-22,-84,4,10,55,-83,14,82,-26,123,-9,-112,104,87,-43,45, 351], U=:
[[96,95,-20,64,89,-37,-19,-64,-38,52,-105,-106,-52,37,5,-91,-123,31,

93,48],[69, 60,11543,49,112,80,126,-116,91,112,-20,19,127,9,-92,-21,-100, -
116,4],[66,-46,75,100,60,92,94,-105,96,-39,57,119,35,127,119,-115,-48,-53,-18]"
}

B 11 SRR R 32 5
Fig.11 Transaction of the first challenge
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%% 6 generateChallenge2 5.4
Table 6 generateChallenge2 algorithm

input: address

output: miuN
for i < 0 ton-1 by 1 do
sum «— sum.add(A.get(i));
end for
sum «— sum.add(x));
phi « hash(sum);
for i — 0 ton-1 by 1 do
miuN «— miuN.sub(U.get(i));
end for

return miuN;

“"contractinput" : {
“"address" : "1ITHQWEVKpQUHAXedvKAA4hTFL5VI2LM7tIDRpj",
"latestcodeld": "eef249a6ddf708ef964e39aa384a2b7d05ae26d62acOb79e71",
“latestExecuteld™: "14b2541b6582758ade4fd 7bff5738c5362e56be493d7bed",
“userParams"” : "[\"1KLKpKRgbGcR3aJ7ankjr6dxXAfbwlIddGGIhD\"]",
“fromAddress" : "1KLKpKRgbGcR3al7ankjredxxAfbwlIddGGIhD",
“funName": "generateResponse2”

éontracto utput” : {
"userResult":"gamaN=:[51,44,-16,-60,-37,78,77,-55,-67,88,-22,103,-63,-64,26,-59,
117,-42,-3,-31]"

}

B 12 SR R X R A 32 5
Fig.12 Transaction of the second response

X% SR B N A R T IR, 2

1E5‘€ﬁ‘5( D28 F 45 55 A5 ), 4 58 5 X 5 SR N A g
TN IR A SRR EON true.

44 HEME

Y16 SR A A A o UE 5 R
BGN [R5 48 58320 Xy Hie A7 i % Ab 2. &l 13
%m&mww@ﬁ%iﬁﬁﬁﬁﬁwjﬁfﬁ%
PR BE R L B 2 3. YT A R AR
BT AR T

result
result(w,) result(w,)
result(w,)
v, BGNg(w,) BGN; (w,) BGN; (w,)
o s A
[+ e ft
v, BGN, (w,) BGN, (w,) BGN, (w,)
[ § [
v, BGN, (w,) BGN, (w,) BGN, (w,)
w, W, Wa

B 13 EReSABCE RGN

Fig.13 Vote-counting of the smart-contract voting system
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Table 7 voteResult algorithm

input: candidateList

output: result

for j — 0 ton-1by 1 do
candidateddress « candidateList.get().candidateaddress;
fori — O tos-1 by 1 do
eTotal « eTotal +
BGN(getPK.initiator, candidateaddress);
end for
result.put(candidateaddess, eTotal);
end for

return result;
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Table 8 Comparison of security features

Voting schemes Validity of the ballot Privacy of ballots Uniqueness Supervision free Self-counting
[10] Yes Yes Yes No No
[11] No Yes No Yes No
[12] No Yes Yes Yes No
[27] No Yes Yes No No
Ours Yes Yes Yes Yes Yes
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